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» Bachelor’s degree in Computer Science and Engineering from reputed government
recognized university.

» 4+ years of professional backend development experience.

» Candidates with practical experience in ERP software development within
production-oriented government organizations will be given preference.

» Design, develop, and maintain scalable backend services using Python (Django, DRF,

FastAPI).

Build and integrate RESTful APIs and WebSocket-based real-time services.

Develop and maintain microservices-based architectures.

Background Jobs, Asynchronous Processing, Threading and Multiprocessing.

Work with message queues (RabbitMQ) and caching systems (Redis).
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Optimize database queries and data models for PostgreSQL, MongoDB, and
ClickHouse.

Collaborate with frontend engineers using React.js / Vue.js

Write clean, maintainable, and well-tested code.

Implement authentication, authorization, and security best practices.
Participate in code reviews, system design discussions, and architectural decisions.
Deploy and manage applications using Docker in Linux/MacOS environments.
Experience with API documentation tools (Swagger / OpenAPI).

Basic understanding of CI/CD pipelines (GitHub Actions, GitLab CI, or similar).
Familiarity with cloud platforms (AWS / GCP / Azure - any one).

Experience with Nginx or reverse proxies.

Knowledge of unit testing & integration testing (PyTest, unittest).
Understanding of system design, scalability, and performance tuning.
Familiarity with OAuth2 / JWT-based authentication.

Basic monitoring & logging knowledge (Prometheus, Grafana, ELK - optional).
Strong problem-solving and debugging skills.

Ability to work independently and in a team environment.
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Good communication skills and ownership mindset.



